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Council Communication

To: Mayor and Village Council 

Through:  Maria T. Bassett, Acting Village Manager / Finance Director 

From: Vince Tarves, Systems Engineer 

Date: May 12, 2022 

SUBJECT: RESOLUTION APPROVING A THREE (3)-YEAR SUBSCRIPTION FOR NUTANIX 
XI-LEAP DISASTER RECOVERY AND BUSINESS CONTINUITY TO PROTECT
THE VILLAGE’S NUTANIX CLUSTER HOSTING THE VILLAGE’S MISSION-
CRITICAL SERVERS

 ________________________________________________________________________________________________________  
Background: 
In 2019, the Islamorada IT & Communications Department began evaluating the Village’s aging 
infrastructure to develop a strategic plan that would create efficient, secure, and always on 
infrastructure to run the Village’s daily operations, maintain backups, and prevent cybersecurity 
breeches. The Village’s infrastructure was running on aging physical servers with expired service 
agreements and backup software that reached its end of life. Subsequently, the IT & 
Communications Department upgraded the Village’s computer network servers to an on-site 
Nutanix Cloud Cluster.  The purchase and projects costs were approved by the Village Council at 
its meeting on June 18, 2020, through adoption of Resolution 20-06-49.  

In March of 2022, a power failure occurred at Village Hall, and the external generator took over 
during the failure as expected. Battery backups are installed to keep  all computer and network 
systems up and running when power failures occur until the generator kicks on and ultimately 
transfers power.  Unfortunately, When the electric power was restored, the transfer switch failed 
to restore main power. As a result, the battery back-ups ran out of power and all systems in 
Village Hall shut down. It took over a day to get everything back online and functioning 
correctly.   

The upgrade to servers in an on-site Nutanix Cloud Cluster enables the Village to now establish 
true redundancy with an online application called, “Xi-Leap.”  If Xi-Leap had been in place in 
March, it would have taken an hour or less for the mission-critical servers to be brought back up 
after an incident like the one that occurred. The Resolution at Attachment 1 would authorize a 
payment of $79,191.31 to SHI International Corp. (SHI) to purchase the three (3)-year 
subscription for Xi-Leap.  Additional information on the Nutanix Xi-Leap product is included at 
Attachment 2. 
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Analysis: 
The IT & Communications Department researched options for disaster recovery and business 
continuity applications and concluded that Nutanix Xi-Leap is the best option. Staff looked at 
options through other vendors, including Amazon Web Services and Azure Cloud. Xi-Leap was 
not only the easiest to implement but also the most economical.  Cost comparisons between the 
different vendors and products is difficult as pricing methodologies are not consistent.  IT Staff 
estimated that an online product through Amazon Web Services for three (3) years would cost 
approximately $106,000.00, and a three (3) year solution through Azure Cloud would cost 
approximately $130,000.00.  Xi-Leap would not charge to move data back on-site after a 
failover, but the other vendors do charge for this service. Xi-Leap offers free failover testing that 
the other vendors do not provide. This is a big bonus to help determine if the network and 
backups are working correctly after an event happens.   

The Village has limited cyber-security insurance coverage through its current insurance provider 
group, World Risk Management (WRM).  Upgrading servers and subscribing to an online 
disaster recovery and business continuity application would move back-ups offsite and create 
immutable snapshots of data that cannot be overwritten.  These improvements would be 
considered by the cyber-security insurance carrier and would be favorable to the Village in 
determining coverage for a cyber-security breech or other event should one occur. Attachment 
3 is a recent email from WRM to this effect. 

Earlier this year, the Florida House and Senate passed HB 7055, which requires local 
governments to report all ransomware incidents and high severity level cybersecurity incidents 
to departments within the Florida Department of Law Enforcement effective July 1, 2022.  The 
Village’s upgraded computer infrastructure and other application implementation will protect 
the Village’s network and prevent cyber-security incidents from occurring.  Reporting to the 
State in compliance with the new legislation would also be facilitated. 

Budget Impact: 
The FY 2021-2022 IT & Communications Department budget in the General Fund includes 
$80,000.00 in the Professional Services expenditures account for this subscription.  The total 
budget for this Professional Services account is $151,500.00, and approximately $40,000.00 has 
been spent through April 30, 2022. 

Three cost quote estimates for a disaster recovery and business continuity application were 
obtained, and the lowest cost quote is being submitted for approval.  However, a formalized bid 
process through publication of a Request for Proposals did not occur due to the nature of the 
subscription service-based product.  Therefore, the Resolution at Attachment 1 includes 
approval of a waiver of competitive bidding.   
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Staff Impact: 
IT & Communications Department staff would work with Nutanix to set up this service.  IT staff 
would continue to be responsible for monitoring the servers and addressing issues as they arise. 

Recommendation: 
It is recommended that the Village Council adopt the attached Resolution, thereby approving 
the subscription for Nutanix Xi-Leap. 





RESOLUTION NO. 22- 

A RESOLUTION OF THE VILLAGE COUNCIL OF ISLAMORADA, 
VILLAGE OF ISLANDS, FLORIDA, APPROVING THE PURCHASE 
OF A THREE (3)-YEAR NUTANIX XI-LEAP SUBSCRIPTION 
FROM SHI INTERNATIONAL CORP. (SHI) FOR THE VILLAGE IT 
& COMMUNICATIONS DEPARTMENT; AUTHORIZING THE 
VILLAGE MANAGER TO EXECUTE NECESSARY DOCUMENTS; 
AUTHORIZING THE VILLAGE MANAGER TO EXPEND 
BUDGETED FUNDS; AUTHORIZING WAIVER OF COMPETITIVE 
BIDDING; AND PROVIDING FOR AN EFFECTIVE DATE 

WHEREAS, Islamorada, Village of Islands (the “Village”) identified updating of its computer 

network services as Goal #6 on the 2017-2023 Strategic Plan; and  

WHEREAS, in 2020, the Village purchased three (3) new Nutanix Enterprise Cloud servers 

connected with two (2) Cisco switches from SHI International Corp. (“SHI”) to  replace eight (8) 

outdated physical services; and 

WHEREAS, the cluster of Nutanix Enterprise Cloud servers enables the Village to subscribe 

to a disaster recovery and business continuity online application to provide redundancy and 

enhanced back-up of computer and network data to facilitate failover recovery in the future; and  

WHEREAS, the Village Council finds that the purchase of a three (3)-year subscription for 

Nutanix Xi-Leap Disaster Recovery and Business Continuity for the IT & Communications 

Department is in the best interest of the Village. 

NOW, THEREFORE, BE IT RESOLVED BY THE VILLAGE COUNCIL OF ISLAMORADA, 

VILLAGE OF ISLANDS, FLORIDA, AS FOLLOWS:  

Section 1. Recitals. The above recitals are true and correct and incorporated 

into this Resolution by this reference. 

ATTACHMENT 1
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Section 2. Approval of Purchase. The Village Council hereby approves the 

purchase of  a three (3)-year subscription for Nutanix Xi-Leap Disaster Recovery and Business 

Continuity from SHI International Corp. (SHI) for the IT & Communications Department at a cost 

not to exceed Seventy-nine Thousand One Hundred Ninety-one and no/100 Dollars ($79,191.31), 

as set forth in Exhibit “A” attached hereto. 

 Section 3. Authorization of Village Officials. The Village Manager and/or his/her 

designee and the Village Attorney are authorized to take all actions necessary to implement the terms 

and conditions of the purchase. 

Section 4. Execution of Documents.  The Village Manager and the Village Attorney are 

hereby authorized to execute any required documents on behalf of the Village and authorized to 

implement the terms and conditions of any documents necessary to effectuate the purchase. 

 Section 5. Authorization of Fund Expenditure.  Notwithstanding the limitations 

imposed upon the Village Manager pursuant to the Village’s Purchasing Procedures Ordinance, the 

Village Manager is authorized to expend budgeted funds to purchase the Nutanix Xi-Leap 

subscription 

Section 6. Waiver of Purchasing Provisions.  In accordance with Sections 2-328(1) 

and 2-328(3) of the Village Code, the Village Council waives the Purchasing Provisions of the 

Village Code to utilize the Nutanix Xi-Leap subscription service over a three (3)-year period 

without competitive selection. 

Section 7. Effective Date.    This Resolution shall take effect immediately upon adoption. 

Motion to adopt by     , second by     . 
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FINAL VOTE AT ADOPTION 

VILLAGE COUNCIL OF ISLAMORADA, VILLAGE OF ISLANDS, FLORIDA: 

Mayor Pete Bacheler  

Vice Mayor Henry Rosenthal 

Councilman Mark Gregg 

Councilman Joseph B. Pinder III 

Councilman David Webb 

PASSED AND ADOPTED THIS   DAY OF , 2022 

PETE BACHELER, MAYOR 

ATTEST: 

 _______________________________________________  
 MARNE MCGRATH, VILLAGE CLERK 

APPROVED AS TO FORM AND LEGALITY 
FOR THE USE AND BENEFIT OF 
ISLAMORADA, VILLAGE OF ISLANDS ONLY 

 _______________________________________________  
 ROGET V. BRYAN, VILLAGE ATTORNEY  





Pricing Proposal
Quotation #:  21812944
Created On:  3/30/2022
Valid Until:   4/29/2022

Islamorada, Village of Islands Inside Account
Executive

Vince Tarves
86800 Overseas Highway
Islamorada, FL 33036
United States
Phone: (305) 664-6456
Fax:  
Email: vince.tarves@islamorada.fl.us

Thomas Morrow
290 Davidson Ave Somerset, NJ 08873
Phone:  732-564-8522
Fax: 732-564-8224
Email: Thomas_Morrow@shi.com

All Prices are in US Dollar (USD)

Product Qty Your Price Total

1 Xi Leap Cloud Service Term Subscription for Protecting Full On-Prem Cluster
(Includes production support and basic networking) 
   Nutanix - Part#: XI-LEAP-CLUSTER

1 $68,931.10 $68,931.10

2 Xi Subscription Term in Months 
   Nutanix - Part#: XI-SUBSCRIPTION-TERM

36 $0.00 $0.00

3 Xi Leap Onboarding Service - Pro Edition - Configure 3rd party VPN, Configure Leap
Policies, Configure Active Directory DC in Xi, Test Failover 
   Nutanix - Part#: CNS-INF-FST-LEAP-PRO

1 $10,260.21 $10,260.21

4 Selected Region for CNSRES resource 
   Nutanix - Part#: UNITED STATES

1 $0.00 $0.00

Total $79,191.31

Additional Comments

Nutanix has a no returns policy.

Please note, if Emergency Connectivity Funds (ECF) will be used to pay for all or part of this quote, please let us know as we will
need to ensure compliance with the funding program.

Hardware items on this quote may be updated to reflect changes due to industry wide constraints and fluctuations. 

1. By issuing a purchase order or acknowledging this quote, when applicable, Customer certifies that employees at each of their
locations adhere to all applicable export and re-export control laws and regulations covering the distributed products purchased
and/or received by the Customer.
2. By issuing a purchase order or acknowledging this quote, and when applicable, Customer understands that the commodities,
software and/or technology (“Items”) it purchases or receives under this quote may be subject to export, re-export, or other
restrictions. Customer agrees to comply with all applicable laws and regulations relating to the export and re-export of such Items
obtained by Customer.

The Products offered under this proposal are resold in accordance with the SHI Online Customer Resale Terms and Conditions,

EXHIBIT A

https://www.shi.com/CustomerServices/SHIInfo.aspx?ContentId=95080&Menu=about




©2017 Nutanix, Inc. All Rights Reserved

The Leap Service
DR planning, setup and 

monitoring are managed 
within Prism, so there is no 

 learning curve. 

Organizations are constantly under increasing pressure to provide always-
on availability of applications and services. Meeting these expectations calls 
for an IT resilience strategy that protects against unexpected disruptions 
that can take services offline and disrupt business operations.  
Organizations must employ a DR strategy that does not merely protect 
data, but also provides fully automated failover and an ability to routinely 
test recovery plans. 

However, many organizations remain daunted by the cost and complexity 
associated with operating a secondary datacenter for DR purposes. DR-to-
cloud solutions offer attractive economics, but adoption is often hindered 
by the complexity involved in migrating workloads between the datacenter 
and public clouds.

The Leap Service offers a fully integrated DR-to-cloud solution that rapidly 
and intelligently protects the applications and data in your Nutanix 
environment without the need to purchase and maintain a separate 
infrastructure stack. By utilizing the same platform on-premises and in the 
recovery site, Leap fully eliminates the need for complex translation of 
constructs, policies and data models across environments.

BUILT-IN DISASTER RECOVERY
Leap is natively built-in to the Nutanix Platform, eliminating the need to 
painstakingly fuse multiple products to protect your environment. DR 
planning, set up and monitoring are managed within Prism, so there is no 
learning curve. 

INSTANT PLANNING & ONBOARDING
Onboarding is done in 3 simple steps:

1. Xi Account creation - Use an existing MyNutanix ID to create a Xi account

2. Replication policies – Setup rule-based, VM-centric protection policies
and selectively protect specific workloads based on recovery point
objectives (RPO) requirements

3. Recovery plan – Create automated plans for recovery of workloads,
controlling boot sequencing of virtual machines. Custom scripts can be
included in recovery plans to automate any set of actions such as VM
customization or firewall configuration

Built-In

Instant Onboarding

Centralized DR 
Management

ATTACHMENT 2



T. 855.NUTANIX (855.688.2649) | F. 408.916.4039
info@nutanix.com | www.nutanix.com | @nutanix

Nutanix makes infrastructure invisible, elevating 
IT to focus on the applications and services that
power their business. The Nutanix Enterprise Cloud 
Platform leverages web-scale engineering and con-
sumer-grade design to natively converge compute, 
virtualization and storage into a resilient, software-
defined solution with rich machine intelligence. 
The result is predictable performance, cloud-like 
infrastructure consumption, robust security, and 
seamless application mobility for a broad range 
of enterprise applications. Learn more at www.
nutanix.com or follow us on Twitter @nutanix.

©2017 Nutanix, Inc. All rights reserved. 
Nutanix is a trademark of Nutanix, Inc., registered 
in the United States and other countries. All other 
brand names mentioned herein are for identification 
purposes only and may be the trademarks of their 
respective holder(s).
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NATIVE EXTENSION BETWEEN CLOUD ENVIRONMENTS  
As a native extension of the Nutanix Enterprise Cloud Platform, Leap ports 
workload profiles, including VM, networking and security configuration to 
the recovery site, reducing setup time and streamlining failover processes

• Extension of on-prem networks - Leap eliminates the complexity of
setting up VPN tunnels and routing protocols in order to enable
reachability between the on-prem and cloud networks. Leap discovers
the on-prem network topology and allows customers to extend their
network into the cloud in a few clicks.

• IP address preservation - Leap eliminates the need for complex IP
address mappings by fully preserving network topology and workload IP
addresses during recovery in the Xi cloud.

• Migration of security policies - Leap dynamically discovers network
security policies that govern communication flows between applications
in the primary environment and applies those policies during the
recovery process.

NON-DISRUPTIVE TESTING AND CLEANUP
Leap offers non-disruptive testing, enabling organizations to routinely 
examine their DR readiness and achieve regulatory compliance. Network-
isolated testing environments are dynamically spun up upon user instruction 
to test the entire recovery process without impact to the primary 
environment. Test environments are automatically cleaned up upon test 
completion, eliminating the need for manual intervention.

AUTOMATED FAILOVER AND FAILBACK
Leap provides disaster recovery orchestration to achieve reliable execution 
of failover and failback processes. In addition, Leap enables partial failover 
of applications for server maintenance or during rack failures. Network 
connectivity and common management between environments are 
preserved, allowing customers to manage the source and target sites as a 
single environment.

END-TO-END SECURITY 
Leap features a comprehensive security suite that provides full isolation and 
protection of customer workloads against attacks and theft. Security 
capabilities of Xi cloud services span across the following dimensions:

• Data security - All customer data, at-rest and in-flight, is always
encrypted using unique customer specific keys and strong crypto
standards (AES-256).

• Network security and isolation - Applications run in customer specific
virtual networks that are fully isolated from other customers’ virtual
networks. Customers can selectively grant public Internet access to
specific workloads. Customers can also define micro-segmentation
policies to inspect and control communication flows between
applications.

• Identity and access management - Leap supports Single Sign On (SSO)
authentication by integrating with Active Directory Federation Services
(ADFS). Customers can enable two-factor authentication and granularly
control user privileges for additional security.

Non-Disruptive 
Testing

One Click 
Failover

End-to-End 
Security



Xi Leap offers all-inclusive no-surprise price

DR Replication and Automation

Non-Disruptive Testing Time

Storage at Recovery Site

Production Support

Networking Essentials:
VPN, IPs, Data Transfer

Price includes

[* For a typical 2 vCPU 4:1 oversubscription, 4 GB RAM VM; Varies with VM configuration; Assuming 25% discount]

ONLY extra cost if applicable: For a real failover extending beyond free time
Typical cost of failover (VM running live): $17 per VM* per week

Simplified pricing 
compared to alternatives

Annual, quarterly & all 
upfront payment plans

N U T A N I X  E X P E R T  S E S S I O N  |  O C T  2 0 2 0  |  E N S U R E  B C



Xi Leap offers two pricing 
models to choose from

OR• Protect entire production cluster-
any number of VMs on the cluster

• Preset protection levels (90% 
Advanced & 10% Premium)

Cluster-Wide Pricing Model

”Umbrella”

• Protect only selected VMs on 
the production environment

• Select from 3 desired protection 
levels (Basic / Advanced / Premium)

Resource  Based Pricing Model

“A la Carte”

N U T A N I X  E X P E R T  S E S S I O N  |  O C T  2 0 2 0  |  E N S U R E  B C



Cluster-Wide Protection “Umbrella Option”

N U T A N I X  E X P E R T  S E S S I O N  |  O C T  2 0 2 0  |  E N S U R E  B C



Resource Based Protection: “A la carte Option”

N U T A N I X  E X P E R T  S E S S I O N  |  O C T  2 0 2 0  |  E N S U R E  B C
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Maria Bassett

From: Debbie Young <debbie_young@wrmllc.com>
Sent: Tuesday, May 3, 2022 9:53 AM
To: Deb guenther; Maria Bassett
Cc: Joshua Hallon; Luke Few; Jennifer Jennings
Subject: Islamorada Cyber Liability
Attachments: Cyber Risk_Great American_Application_ (Non- Admitted).pdf; F37007 (09-21) CBR-Ransomware 

Prevention Supplement (3).pdf

Good Morning, 

Over the past year or more you have heard us talking about the Cyber Liability coverage and how Public 
Entities have been a target for ransomware attacks, causing a concern for most carriers as a lot of carriers are 
no longer providing Cyber coverage for Public Entities.    

Great American, your current Cyber Liability insurance carrier, has advised that off‐ site data backups and 
multi‐factor authentication are most important items that they will be focusing on as cyber trends continue to 
challenge the insurance industry.      

With that being said,  it is that time of the year to gather renewal information in order to provide you with 
Cyber Liability coverage. This year again, we are going to need a new application, as well as a separate 
Ransomware supplemental application, completed and returned to us in order for us to provide you with a 
quote.   It is imperative that the application is completed as accurately as possible, please stress this to your 
IT Department.  Please return the completed application to us no later than June 8th, 2022.  

Should you have any questions or if we can help with anything else, please feel free to give us a call 

Debbie Young 
Account Manager 
20 N Orange Ave, Suite 500,  
Orlando, FL 32801 
T: (321) 800-2594 
E: Debbie_Young@wrmllc.com | W: wrmllc.com 

ATTACHMENT 3

maria.bassett
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